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FOREWORD 

 

It is my great pleasure to present this laboratory manual for Third year engineering 

students for the subject of Computer network -II. 

As a student, many of you may be wondering with some of the questions in your 

mind regarding the subject and exactly what has been tried is to answer through this 

manual. 

As you may be aware that MGM has already been awarded with ISO 9001:2000 

certification and it is our endure to technically equip our students taking the 

advantage of the procedural aspects of ISO 9001:2000 Certification. 

Faculty members are also advised that covering these aspects in initial stage itself, 

will greatly relived them in future as much of the load will be taken care by the 

enthusiasm energies of the students once they are conceptually clear. 

 

 

 

 

 

 

 

                                                        Dr. S. D. Deshmukh   

                                                       Principal   

 

 

 

 

 

 

 



 

 

 

LABORATORY MANUAL CONTENTS  

 

This manual is intended for the Third year students of Computer Science and 

Engineering in the subject of Computer Network-II. This manual typically contains 

practical/Lab Sessions related Computer Network-II covering various aspects related 

the subject to enhanced understanding. 

 

Students are advised to thoroughly go through this manual rather than only topics 

mentioned in the syllabus as practical aspects are the key to understanding and 

conceptual visualization of theoretical aspects covered in the books. 

 

Good Luck for your Enjoyable Laboratory Sessions 

 

 

 

   

      Prof. V. B. Musande                                                               Mr. Atul V. Dusane 

          HOD, CSE                                                                       Asst. Prof. ,CSE Dept. 

 

 

 

 



 

 

LAB  INDEX 

 

Sr. No. List of Experiment  

1. Configure  of network -Assigning  IP Address  ,Subnet Mask, Gateway  & 

Testing Basic Connectivity 

2. Implement  Unicast  Routing  Algorithm.( Distance Vector Routing Algorithm) 

3. Implement Unicast  Routing  Algorithm.( Link State Routing Algorithm) 

4. Implementation of Multicast Rrouting  Algorithm. 

5. Implementation of Congestion Control Algorithm (Leaky Bucket Algorithm.) 

6. Implementation of   Dijkstra's Shortest Path Algorithm. 

7. Simulation or Implemetation  of DHCP. 

8. Simulation or Implemetation  of DNS . 

9. Simulation or Implemetation  of FTP. 

10. Design an enterprise network by using cisco packet tracer. 

11. Analysis of enterprise  Network Monitor Tool  such as  wireshark /Nagios. 

12. Implementation of chatting application using socket programming. 

 

  



 

 

 

DOs  and DON’Ts in Laboratory:  

  

1. Make entry in the Log Book as soon as you enter the Laboratory.  

2. All the students should sit according to their roll numbers starting from their left to   

right.   

3. All the students are supposed to enter the terminal number in the log book.  

4. Do not change the terminal on which you are working.   

5. All the students are expected to get at least the algorithm of the program/concept to be  

implement.  

6. Strictly follow the instructions given by the teacher/Lab Instructor.  

  

Instruction for Laboratory Teachers 

1. Submission related to whatever lab work has been completed should be done during the 

next lab session.  

2. The immediate arrangements for printouts related to submission on the day of practical 

assignments. 

3. Students should be taught for taking the printouts under the observation of lab teacher. 

4. The promptness of submission should be encouraged by way of marking and evaluation 

patterns that will benefit the sincere students.    

 

 

 

 



 

 

Lab Exercise :01 

Exercise No 1: ( 2 Hours) – 1 Practical    

 

AIM :  Configure  of network -Assigning  IP Address  ,Subnet   mask, gateway and  

Testing Basic Connectivity. 

Objective :  Student should be able to configure network by assigning IP Address  ,Subnet   

mask, gateway and  Testing Basic Connectivity . 

Theory : 

 IP ADDRESS  : 

Internet Protocol hierarchy contains several classes of IP Addresses to be used 

efficiently in various situations as per the requirement of hosts per network. Broadly, 

the IPv4 Addressing system is divided into five classes of IP Addresses. All the five 

classes are identified by the first octet of IP Address. Internet Corporation for 

Assigned Names and Numbers is responsible for assigning IP addresses. 

The first octet referred here is the left most of all. The octets numbered as follows 

depicting dotted decimal notation of IP Address: 

 

 

The number of networks and the number of hosts per class can be derived by this 

formula: 

 



When calculating hosts' IP addresses, 2 IP addresses are decreased because they 

cannot be assigned to hosts, i.e. the first IP of a network is network number and the 

last IP is reserved for Broadcast IP. 

 
 Class A Address: 

The first bit of the first octet is always set to 0 (zero). Thus the first octet ranges from 

1 – 127, i.e. 

 

Class A addresses only include IP starting from 1.x.x.x to 126.x.x.x only. The IP range 

127.x.x.x is reserved for loopback IP addresses. 

The default subnet mask for Class A IP address is 255.0.0.0 which implies that Class 

A addressing can have 126 networks (27-2) and 16777214 hosts (224-2). 

Class A IP address format is 

thus: 0NNNNNNN.HHHHHHHH.HHHHHHHH.HHHHHHHH 

 Class B Address: 

An IP address which belongs to class B has the first two bits in the first octet set to 

10, i.e. 

 

Class B IP Addresses range from 128.0.x.x to 191.255.x.x. The default subnet mask 

for Class B is 255.255.x.x. 

Class B has 16384 (214) Network addresses and 65534 (216-2) Host addresses. 

Class B IP address format is: 10NNNNNN.NNNNNNNN.HHHHHHHH.HHHHHHHH 

 Class C Address: 

The first octet of Class C IP address has its first 3 bits set to 110, that is: 

 

Class C IP addresses range from 192.0.0.x to 223.255.255.x. The default subnet 

mask for Class C is 255.255.255.x. 



Class C gives 2097152 (221) Network addresses and 254 (28-2) Host addresses. 

Class C IP address format is: 110NNNNN.NNNNNNNN.NNNNNNNN.HHHHHHHH 

 Class D Address: 

Very first four bits of the first octet in Class D IP addresses are set to 1110, giving a 

range of: 

 

Class D has IP address rage from 224.0.0.0 to 239.255.255.255. Class D is reserved 

for Multicasting. In multicasting data is not destined for a particular host, that is why 

there is no need to extract host address from the IP address, and Class D does not 

have any subnet mask. 

 Class E Address: 

This IP Class is reserved for experimental purposes only for R&D or Study. IP 

addresses in this class ranges from 240.0.0.0 to 255.255.255.254. Like Class D, this 

class too is not equipped with any subnet mask. 

 

 

Class 1st 

Octet 

Decimal 

Range 

1st 

Octet 

High 

Order 

Bits 

Network/Host 

ID 

(N=Network, 

H=Host) 

Default 

Subnet Mask 

Number 

of 

Networks 

Hosts per 

Network 

(Usable 

Addresses) 

A 1-126* 0 N.H.H.H 255.0.0.0 126(27 - 

2) 

16,777,214 

(224 - 2) 

B 128-

191 

10 N.N.H.H 255.255.0.0 16,382 

(214 - 2) 

65,534  

(216 - 2) 

C 192-

223 

110 N.N.N.H 255.255.255.0 2,097,150 

(221 - 2) 

254(28 - 2) 

D 224-

239 

1110 Reserved for Multicasting 

E 240-

254 

11110 Experimental; used for research 



 SUBNET MASK: 

The 32-bit IP address contains information about the host and its network. It is very 

necessary to distinguish both. For this, routers use Subnet Mask, which is as long as the 

size of the network address in the IP address. Subnet Mask is also 32 bits long. If the IP 

address in binary is ANDed with its Subnet Mask, the result yields the Network address. For 

example, say the IP Address is 192.168.1.152 and the Subnet Mask is 255.255.255.0 then: 

 

This way the Subnet Mask helps extract the Network ID and the Host from an IP Address. It 

can be identified now that 192.168.1.0 is the Network number and 192.168.1.152 is the 

host on that network. 

 

 GATEWAY: 

A network gateway is an internetworking system capable of joining together two networks 

that use different base protocols. A network gateway can be implemented completely in 

software, completely in hardware, or as a combination of both. Depending on the types of 

protocols they support, network gateways can operate at any level of the OSI model. 

In enterprises, the gateway node often acts as a proxy server and afirewall. The gateway is 

also associated with both a router, which use headers and forwarding tables to determine 

where packets are sent, and a switch, which provides the actual path for the packet in and 

out of the gateway. A computer system located on earth that switches data signals and voice 

signals between satellites and terrestrialnetworks. 

 

http://compnetworking.about.com/cs/designosimodel/g/bldef_osi.htm
http://www.webopedia.com/TERM/P/proxy_server.html
http://www.webopedia.com/TERM/F/firewall.html
http://www.webopedia.com/TERM/R/router.html
http://www.webopedia.com/TERM/H/header.html
http://www.webopedia.com/TERM/P/packet.html
http://www.webopedia.com/TERM/S/switch.html
http://www.webopedia.com/TERM/T/terrestrial.html


 

 

 

 TESTING BASIC CONNECTIVITY: 

The ping Command 

The basic format of the ping command on a Solaris system is: [2] 

[2] Check your system's documentation. ping varies slightly from system to system. On 

Linux, the format shown above would be: ping [-c count] [-s packetsize] host 

ping host [packetsize] [count] 

host…. 

The hostname or IP address of the remote host being tested. Use the hostname or 

address provided by the user in the trouble report. 

Packetsize…… 

Defines the size in bytes of the test packets. This field is required only if the count field 

is going to be used. Use the default packetsize of 56 bytes. 

Count…… 

The number of packets to be sent in the test. Use the count field, and set the value 

low. Otherwise, the ping command may continue to send test packets until you 

interrupt it, usually by pressing CTRL-C (^C). Sending excessive numbers of test 



packets is not a good use of network bandwidth and system resources. Usually five 

packets are sufficient for a test. 

To check that ns.uu.net can be reached from almond, we send five 56-byte packets with the 

following command: 

% ping -s ns.uu.net 56 5 

PING ns.uu.net: 56 data bytes 

64 bytes from ns.uu.net (137.39.1.3): icmp_seq=0. time=32.8 ms 

64 bytes from ns.uu.net (137.39.1.3): icmp_seq=1. time=15.3 ms 

64 bytes from ns.uu.net (137.39.1.3): icmp_seq=2. time=13.1 ms 

64 bytes from ns.uu.net (137.39.1.3): icmp_seq=3. time=32.4 ms 

64 bytes from ns.uu.net (137.39.1.3): icmp_seq=4. time=28.1 ms 

 

----ns.uu.net PING Statistics---- 

5 packets transmitted, 5 packets received, 0% packet loss 

round-trip (ms)  min/avg/max = 13.1/24.3/32.8 

The -s option is included because almond is a Solaris workstation, and we want packet-by-

packet statistics. Without the -s option, Sun's ping command only prints a summary line 

saying "ns.uu.net is alive." Other ping implementations do not require the -s option; they 

display the statistics by default. 

 

The statistics displayed by the ping command can indicate low-level network problems. The 

key statistics are: 

 The sequence in which the packets are arriving, as shown by the ICMP sequence 

number (icmp_seq) displayed for each packet. 

 How long it takes a packet to make the round trip, displayed in milliseconds after the 

string time=. 

 The percentage of packets lost, displayed in a summary line at the end of 

the ping output. 

If the packet loss is high, the response time is very slow, or packets are arriving out of 

order, there could be a network hardware problem. If you see these conditions when 

communicating over great distances on a wide area network, there is nothing to worry about. 

TCP/IP was designed to deal with unreliable networks, and some wide area networks suffer a 



lot of packet loss. But if these problems are seen on a local area network, they indicate 

trouble. 

The results of a simple ping test, even if the ping is successful, can help you direct 

further testing toward the most likely causes of the problem. But other diagnostic tools are 

needed to examine the problem more closely and find the underlying cause. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

IP Addresses to be used as per the requirement of hosts per network . 

Subnet Mask helps extract the Network ID and the Host from an IP Address. 

A network gateway is an internetworking system capable of joining together two networks. 



 

 

Lab Exercise:02 

Exercise No 2: ( 2 Hours) – 1 Practical    

 

AIM: Implement  Unicast  Routing  Algorithm.( Distance Vector Routing Algorithm). 

 

Objective: Student should be able to develop a program on Distance Vector Routing 

Algorithm . 

 

Theory: 

 Distance vector : 

 

Routing algorithm is a part of network layer software which is responsible for deciding 

which output line an incoming packet should be transmitted on. If the subnet uses datagram 

internally, this decision must be made anew for every arriving data packet since the best 

route may have changed since last time. If the subnet uses virtual circuits internally, routing 

decisions are made only when a new established route is being set up. The latter case is 

sometimes called session routing, because a rout remains in force for an entire user session 

(e.g., login session at a terminal or a file). 

 

Routing algorithms can be grouped into two major classes: adaptive and nonadaptive. 

Nonadaptive algorithms do not base their routing decisions on measurement or estimates of 

current traffic and topology. Instead, the choice of route to use to get from I to J (for all I and 

J) is compute in advance, offline, and downloaded to the routers when the network ids 

booted. This procedure is sometime called static routing. 

 

Adaptive algorithms, in contrast, change their routing decisions to reflect changes in the 

topology, and usually the traffic as well. Adaptive algorithms differ in where they get 

information (e.g., locally, from adjacent routers, or from all routers), when they change the 

routes (e.g., every ∆T sec, when the load changes, or when the topology changes), and what 

metric is used for optimization (e.g., distance, number of hops, or estimated transit time). 

 

Two algorithms in particular, distance vector routing and link state routing are the most 

popular. Distance vector routing algorithms operate by having each router maintain a table 



(i.e., vector) giving the best known distance to each destination and which line to get there. 

These tables are updated by exchanging information with the neighbors. 

 

The distance vector routing algorithm is sometimes called by other names, including the 

distributed Bellman-Ford routing algorithm and the Ford-Fulkerson algorithm, after the 

researchers who developed it (Bellman, 1957; and Ford and Fulkerson, 1962). It was the 

original ARPANET routing algorithm and was also used in the Internet under the RIP and in 

early versions of DECnet and Novell’s IPX. AppleTalk and Cisco routers use improved 

distance vector protocols. 

 

In distance vector routing, each router maintains a routing table indexed by, and 

containing one entry for, each router in subnet. This entry contains two parts: the preferred 

out going line to use for that destination, and an estimate of the time or distance to that 

destination. The metric used might be number of hops, time delay in milliseconds, total 

number of packets queued along the path, or something similar. 

 

The router is assumed to know the “distance” to each of its neighbor. If the metric is hops, 

the distance is just one hop. If the metric is queue length, the router simply examines each 

queue. If the metric is delay, the router can measure it directly with special ECHO packets 

hat the receiver just time stamps and sends back as fast as possible. 

 

The Count to Infinity Problem. 

Distance vector routing algorithm reacts rapidly to good news, but leisurely to bad news. 

Consider a router whose best route to destination X is large. If on the next exchange neighbor 

A suddenly reports a short delay to X, the router just switches over to using the line to A to 

send traffic to X. In one vector exchange, the good news is processed. 

 

To see how fast good news propagates, consider the five node (linear) subnet of following 

figure, where the delay metric is the number of hops. Suppose A is down initially and all the 

other routers know this. In other words, they have all recorded the delay to A as infinity. 

 

A       B        C        D       E                              A       B        C        D        E 

_____ _____ _____ _____                              _____ _____ _____ _____ 

 

 

 

 

 



 

∞ ∞ ∞ ∞ Initially 1 2 3 4 Initially 

1 ∞ ∞ ∞ After 1 exchange 3 2 3 4 After 1 exchange 

1 2 ∞ ∞ After 2 exchange 3 3 3 4 After 2 exchange 

1 2 3 ∞ After 3 exchange 5 3 5 4 After 3 exchange 

1 2 3 4 After 4 exchange 5 6 5 6 After 4 exchange 

     7 6 7 6 After 5 exchange 

     7 8 7 8 After 6 exchange 

      :    

     ∞ ∞ ∞ ∞  

 

Many ad hoc solutions to the count to infinity problem have been proposed in the 

literature, each one more complicated and less useful than the one before it. The split 

horizon algorithm works the same way as distance vector routing, except that the distance 

to X is not reported on line that packets for X are sent on (actually, it is reported as infinity). 

In the initial state of right figure, for example, C tells D the truth about distance to A but C 

tells B that its distance to A is infinite. Similarly, D tells the truth to E but lies to C. 

 

 

  

 

 

 



 

 

 

 

 

Algorithm: 

 

• c(x,v) = cost for direct link from x to v 

–Node x maintains costs of direct links c(x,v) 

• Dx(y) = estimate of least cost from x to y 

–Node x maintains distance vector Dx = [Dx(y): y _ N ] 

• Node x maintains its neighbors’ distance vectors 

– For each neighbor v, x maintains Dv = [Dv(y): y _ N ] 

• Each node v periodically sends Dv to its neighbors 

– And neighbors update their own distance vectors 

–Dx(y) _ minv{c(x,v) + Dv(y)} for each node y ε N 

• Over time, the distance vector Dx converges  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Output: 

 

A sample run of the program works as:- 

Enter the number of nodes : 

3 

Enter the cost matrix : 

0 2 7 

2 0 1 

7 1 0 

For router 1 

node 1 via 1 Distance 0 

node 2 via 2 Distance 2 

node 3 via 3 Distance 3 

For router 2 

node 1 via 1 Distance 2 

node 2 via 2 Distance 0 

node 3 via 3 Distance 1 

For router 3 

node 1 via 1 Distance 3 

node 2 via 2 Distance 1 

node 3 via 3 Distance 0 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 The least-cost route between any two nodes is the route with minimum distance. 

Each node maintains a vector of minimum distances to every node. 

 

 



 

                                                                                                                                                     

Lab Exercise: 03 

Exercise No 3: ( 2 Hours) – 1 Practical    

 

AIM: Implement Unicast Routing  Algorithm.( Link State Routing Algorithm) 

 

Objective: Student should be able to develop a program on Link State Routing Algorithm. 

 

Theory:  

Link State Routing  : 

A link-state routing protocol is one of the two main classes of routing protocols used 

in packet switching networks for computer communications (the other is the distance-vector 

routing protocol). Examples of link-state routing protocols include open shortest path 

first (OSPF) and intermediate system to intermediate system . 

The link-state protocol is performed by every switching node in the network (i.e., nodes 

that are prepared to forward packets; in the Internet, these are called routers). The basic 

concept of link-state routing is that every node constructs a map of the connectivity to the 

network, in the form of a graph, showing which nodes are connected to which other nodes. 

Each node then independently calculates the next best logical path from it to every possible 

destination in the network. The collection of best paths will then form the node's routing 

table. 

This contrasts with distance-vector routing protocols, which work by having each node 

share its routing table with its neighbors. In a link-state protocol the only information passed 

between nodes is connectivity related. Distance vector routing was used in the ARPANET 

until 1979, when it was replaced by link state routing. Two primary problems caused its 

demise. First, since the delay metric was queue length, it did not take line bandwidth into 

account when choosing routes. Initially, all the lines were 56 kbps, so line bandwidth was 

not an issue, but after some lines had been upgraded to 230 kbps and others to 1.544 Mbps, 

not taking bandwidth into account was a major problem. Of course, it would have been 

possible to change the delay metric to factor in line bandwidth, but a second problem also 

existed, namely, the algorithm often took too long to converge (the count-to-infinity problem).  

 

http://en.wikipedia.org/wiki/Routing_protocol
http://en.wikipedia.org/wiki/Packet_switching
http://en.wikipedia.org/wiki/Computer_communication
http://en.wikipedia.org/wiki/Distance-vector_routing_protocol
http://en.wikipedia.org/wiki/Distance-vector_routing_protocol
http://en.wikipedia.org/wiki/Open_shortest_path_first
http://en.wikipedia.org/wiki/Open_shortest_path_first
http://en.wikipedia.org/wiki/IS-IS
http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Router_(computing)
http://en.wikipedia.org/wiki/Graph_theory
http://en.wikipedia.org/wiki/Routing_table
http://en.wikipedia.org/wiki/Routing_table
http://en.wikipedia.org/wiki/Distance-vector_routing_protocol


The idea behind link state routing is simple and can be stated as five parts. Each router 

must do the following:   

1. Discover its neighbors and learn their network addresses.  

2. Measure the delay or cost to each of its neighbors.  

3. Construct a packet telling all it has just learned.  

4. Send this packet to all other routers.  

5. Compute the shortest path to every other router. 

 

 

 

 

1.Learning about the Neighbors : 

When a router is booted, its first task is to learn who its neighbors are. It accomplishes this 

goal by sending a special HELLO packet on each point-to-point line. The router on the other 

end is expected to send back a reply telling who it is. These names must be globally unique 

because when a distant router later hears that three routers are all connected to F, it is 

essential that it can determine whether all three mean the same F. 

 

2.Measuring Line Cost : 

The link state routing algorithm requires each router to know, or at least have a reasonable 

estimate of, the delay to each of its neighbors. The most direct way to determine this delay is 

to send over the line a special ECHO packet that the other side is required to send back 

immediately. By measuring the round-trip time and dividing it by two, the sending router can 

get a reasonable estimate of the delay. For even better results, the test can be conducted 

several times, and the average used. Of course, this method implicitly assumes the delays are 



symmetric, which may not always be the case. An interesting issue is whether to take the 

load into account when measuring the delay. To factor the load in, the round-trip timer must 

be started when the ECHO packet is queued. To ignore the load, the timer should be started 

when the ECHO packet reaches the front of the queue. 

 

3.Building Link State Packets : 

Once the information needed for the exchange has been collected, the next step is for each 

router to build a packet containing all the data. The packet starts with the identity of the 

sender, followed by a sequence number and age (to be described later), and a list of 

neighbors. For each neighbor, the delay to that neighbor is given. 

 

4.Distributing the Link State Packets 

The trickiest part of the algorithm is distributing the link state packets reliably. As the 

packets are distributed and installed, the routers getting the first ones will change their 

routes. Consequently, the different routers may be using different versions of the topology, 

which can lead to inconsistencies, loops, unreachable machines, and other problems.  

First we will describe the basic distribution algorithm. Later we will give some refinements. 

The fundamental idea is to use flooding to distribute the link state packets. To keep the flood 

in check, each packet contains a sequence number that is incremented for each new packet 

sent. Routers keep track of all the (source router, sequence) pairs they see. When a new link 

state packet comes in, it is checked against the list of packets already seen. If it is new, it is 

forwarded on all lines except the one it arrived on. If it is a duplicate, it is discarded. If a 

packet with a sequence number lower than the highest one seen so far ever arrives, it is 

rejected as being obsolete since the router has more recent data. 

 

5.Computing the New Routes : 

Once a router has accumulated a full set of link state packets, it can construct the 

entire subnet graph because every link is represented. Every link is, in fact, represented 

twice, once for each direction. The two values can be averaged or used separately. Now 

Dijkstra's algorithm can be run locally to construct the shortest path to all possible 

destinations. The results of this algorithm can be installed in the routing tables, and normal 

operation resumed. For a subnet with n routers, each of which has k neighbors, the memory 

required to store the input data is proportional to kn. For large subnets, this can be a 

problem. Also, the computation time can be an issue. Nevertheless, in many practical 

situations, link state routing works well. 



 

Algorithm: 

 

1 Initialization:  

2  N' = {u}  

3  for all nodes v  

4  if v adjacent to u  

5  then D(v) = c(u,v)  

6  else D(v) = ∞  

7   

8  Loop  

9  find w not in N' such that D(w) is a minimum  

10  add w to N'  

11  update D(v) for all v adjacent to w and not in N' :  

12  D(v) = min( D(v), D(w) + c(w,v) )  

13  /* new cost to v is either old cost to v or known  

14  shortest path cost to w plus cost from w to v */  

15  until all nodes in N' 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Output: 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 Each router keeps track of its incident links .Each router runs Dijkstra’s algorithm. 

 

 

 

 



 

Lab Exercise:04 

Exercise No 4: ( 2 Hours) – 1 Practical    

 

AIM: .Implementation of Multicast Routing  Algorithm. 

 

Objective: Student should be able to develop a program on Multicast or Broadcast routing. It 

is defined in the form of minimizing the cost of a multicast tree 

 

Theory: 

Multicast: 

 

Multicast is communication between a single sender and multiple receivers on a 

network. Typical uses include the updating of mobile personnel from a home office and the 

periodic issuance of online newsletters. Together with anycast and unicast, multicast is one 

of the packet types in the Internet Protocol Version 6 (IPv6). 

 

 

MulticastSocket 

 

public MulticastSocket() 

         throws IOException 

Create a multicast socket. 

 

 

If there is a security manager, its checkListen method is first called with 0 as its argument to 

ensure the operation is allowed. This could result in a SecurityException. 

 

 

Throws: IOException - if an I/O exception occurs while creating the MulticastSocket 

SecurityException - if a security manager exists and its checkListen method doesn't allow 

the operation. 

 

 

 

public MulticastSocket(int port) 



               throws IOException 

Create a multicast socket and bind it to a specific port. 

 

 

If there is a security manager, its checkListen method is first called with the port argument 

as its argument to ensure the operation is allowed. This could result in a SecurityException. 

 

When the socket is created the DatagramSocket.setReuseAddress(boolean) method is called 

to enable the SO_REUSEADDR socket option. 

 

 

Parameters: 

port - port to use 

 

 

Algorithm: 

 

Pseudo code for multicast source: 

 

import java.io.*; 

import java.net.*; 

public class msource 

{ 

public static void main(String args[]) 

{ 

try 

{ 

DatagramSocket s=new DatagramSocket(); 

byte[] smsg=new byte[100]; 

System.out.println("Enter the text to send : "); 

int len=System.in.read(smsg); 

InetAddress test=InetAddress.getLocalHost(); 

DatagramPacket pack=new DatagramPacket(smsg,len,test,16900); 

s.send(pack); 

s.close(); 

} 

catch(Exception err) 

{ 



System.out.println(err); 

} 

} 

} 

 

 

Pseudo code for multicast source: 

import java.io.*; 

import java.net.*; 

public class mulcli 

{ 

public static void main(String args[]) 

{ 

try 

{ 

MulticastSocket mul=new MulticastSocket(16900); 

mul.joinGroup(InetAddress.getByName("224.0.0.1")); 

String message; 

do 

{ 

byte[] smsg=new byte[100]; 

DatagramPacket pack=new DatagramPacket(smsg,smsg.length); 

mul.receive(pack); 

message=new String(pack.getData()); 

System.out.println(pack.getAddress()+" : "+message); 

} 

while(!message.equals("close")); 

mul.close(); 

} 

catch(Exception e) 

{ 

System.out.println(e); 

} 

} 

} 

 

 

 



 

 

Output: 

 

E:\EX9>javac msource.java 

 

E:\EX9>java msource 

Enter the text to send : 

Jawaharlal Nehru  Engineering College 

 

E:\EX9>javac mulcli.java 

E:\EX9>java mulcli 

/10.1.50.10 : Jawaharlal Nehru  Engineering College 

 

 

 

 

 

 

 

Conclusion: 

Multicast is communication between a single sender and multiple receivers on a network. 

 

Application: 

Video Conferencing 

Computer Supported Common Work. 

Distributed interactive simulation. 

Large scale distributed (super)computing. 

Distributed Games 

 

 

 



Lab Exercise: 05 

Exercise No 5: ( 2 Hours) – 1 Practical    

 

AIM: Implementation of Congestion  Control Algorithm (Leaky Bucket Algorithm.) 

Objective : Student should be able to develop a program on Leaky Bucket Algorithm. 

 

Theory : 

Leaky Bucket 

 

The congesting control algorithms are basically divided into two groups: open loop and 

closed loop. Open loop solutions attempt to solve the problem by good design, in essence, to 

make sure it does not occur in the first place. Once the system is up and running, midcourse 

corrections are not made. Open loop algorithms are further divided into ones that act at 

source versus ones that act at the destination. 

 

In contrast, closed loop solutions are based on the concept of a feedback loop if there is 

any congestion. Closed loop algorithms are also divided into two sub categories: explicit 

feedback and implicit feedback. In explicit feedback algorithms, packets are sent back from 

the point of congestion to warn the source. In implicit algorithm, the source deduces the 

existence of congestion by making local observation, such as the time needed for 

acknowledgment to come back. 

 

The presence of congestion means that the load is (temporarily) greater than the resources 

(in part of the system) can handle. For subnets that use virtual circuits internally, these 

methods can be used at the network layer. 

 

Another open loop method to help manage congestion is forcing the packet to be 

transmitted at a more predictable rate. This approach to congestion management is widely 

used in ATM networks and is called traffic shaping. 

 

The other method is the leaky bucket algorithm. Each host is connected to the network by 

an interface containing a leaky bucket, that is, a finite internal queue. If a packet arrives at 

the queue when it is full, the packet is discarded. In other words, if one or more process are 

already queued, the new packet is unceremoniously discarded. This arrangement can be 

built into the hardware interface or simulate d by the host operating system. In fact it is 

nothing other than a single server queuing system with constant service time. 

 



The host is allowed to put one packet per clock tick onto the network. This mechanism 

turns an uneven flow of packet from the user process inside the host into an even flow of 

packet onto the network, smoothing out bursts and greatly reducing the chances of 

congestion. 

 

 

 

 

Algorithm: 

Pseudo code: 

void main()  

{  

int i,packets[10],content=0,newcontent,time,clk,bcktsize,oprate;  

for(i=0;i<5;i++)  

{  

packets[i]=rand()%10;  

if(packets[i]==0) --i;  

}  

printf("\n Enter output rate of the bucket: \n");  

scanf("%d",&oprate);  

printf("\n Enter Bucketsize\n");  

scanf("%d",&bcktsize);  

for(i=0;i<5;++i)  

{  

if((packets[i]+content)>bcktsize)  

{  

if(packets[i]>bcktsize)  



printf("\n Incoming packet size %d greater than the size of the bucket\n",packets[i]);  

else  

printf("\n bucket size exceeded\n");  

}  

else  

{  

newcontent=packets[i];  

content+=newcontent;  

printf("\n Incoming Packet : %d\n",newcontent);  

printf("\n Transmission left : %d\n",content);  

time=rand()%10;  

printf("\n Next packet will come at %d\n",time);  

for(clk=0;clk<time && content>0;++clk)  

{  

printf("\n Left time %d",(time-clk));  

sleep(1);  

if(content)  

{  

printf("\n Transmitted\n");  

if(content<oprate)  

content=0;  

else  

content=content-oprate;  

printf("\n Bytes remaining : %d\n",content);  

}  

else  

printf("\n No packets to send\n");  

}  

}  

}  

} 

 

 

 

 

 

 

 



Output: 

 

 

Enter output rate : 100 

 

Packet no 0  Packet size = 3 

               Bucket output successful 

               Last 3 bytes sent 

Packet no 1  Packet size = 33 

               Bucket output successful 

               Last 33 bytes sent 

Packet no 2  Packet size = 117 

               Bucket output successful 

               100 bytes outputted. 

               Last 17 bytes sent 

Packet no 3  Packet size = 95 

               Bucket output successful 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 The open loop congestion management is widely used in ATM networks and is called 

traffic shaping. The leaky bucket is an algorithm used in packet switched computer networks 

and telecommunications networks. It can be used to check that data transmissions, in the 

form of packets. 

 



 

Lab Exercise: 06 

Exercise No 6: ( 2 Hours) – 1 Practical    

AIM: Implementation of   DIJKSTRA'S SHORTEST PATH ALGORITHM 

Objective: Student should be able to develop a program on dijkstra's shortest path algorithm 

 

Theory : 

DIJKSTRA'S SHORTEST PATH ALGORITHM: 

Dijkstra’s algorithm is very similar to Prim’s algorithm for minimum spanning tree. 

Like Prim’s MST, we generate a SPT (shortest path tree) with given source as root. We 

maintain two sets, one set contains vertices included in shortest path tree, other set includes 

vertices not yet included in shortest path tree. At every step of the algorithm, we find a vertex 

which is in the other set (set of not yet included) and has minimum distance from source. 

 

 

Shortest Path Algorithm - Determines the optimal path through a graph based upon the 

criteria of  number of hops, distance, cost, etc. 

• Topology based, that is it determines connections to use from one router to another. 

http://www.geeksforgeeks.org/archives/27455


• Static, must be recomputed as routers added/deleted. 

• Can be used to construct a sink tree with the destination the sink tree root. One 

possible application would be for each router to compute the sink tree of a network 

with itself as the root to determine the optimal output line incoming packets should be 

transmitted to reach their destination 

The shortest path algorithm is in fact a general graph minimization algorithm where the 

metrics of the graph edges can represent distance, cost, time, etc. It is important in 

networking because of the desirability of minimizing network resources and is therefore 

employed by many routing algorithms. 

The general idea behind the algorithm is to compute the shortest path from 

the destination node to other nodes until the startingnode is reached. When complete each 

node points to its predecessor node on its own shortest path to the destination. From 

thestarting node, the shortest path to the destination is then through the list 

of predecessor nodes. 

 

Queue Path Closed 

A     

B2, G6   A 

E4,G6,C9 (B,A) A, B 

G5,G6,F6,C9 (E,B),(B,A) A,B,E 

F6,C9,H9 (G,E),(E,B),(B,A) A,B,E,G 

H8,C9,H9,C9 (F,E),(G,E),(E,B),(B,A) A,B,E,G,F 

C9,C9,D10 (H,F),(F,E),(G,E),(E,B),(B,A) A,B,E,G,F,H 

D10,D12 (C,F),(H,F),(F,E),(G,E),(E,B),(B,A) A,B,E,G,F,H,C 

  (D,H),(C,F),(H,F),(F,E),(G,E),(E,B),(B,A) A,B,E,G,F,H,C,D 

 

 

 

 

 



 

Algorithm: 

 

1 Initialization: 

2 S = {u} 

3 for all nodes v 

4 if v adjacent to u { 

5 D(v) = c(u,v) 

6 else D(v) = _ 

7 

8 Loop 

9 find w not in S with the smallest D(w) 

10 add w to S 

11 update D(v) for all v adjacent to w and not in S: 

12 D(v) = min{D(v), D(w) + c(w,v)} 

13 until all nodes in S 

 

 

 

Output: 

 

Vertex   Distance from Source 

0                0 

1                4 

2                12 

3                19 

4                21 

5                11 

6                9 

7                8 

8                14 

 

Conclusion: 

1) The code calculates shortest distance, but doesn’t calculate the path information. We can 

create a parent array, update the parent array when distance is updated (like prim’s 

implementation) and use it show the shortest path from source to different vertices. 

2) The code is for undirected graph, same dijekstra function can be used for directed graphs . 

http://www.geeksforgeeks.org/archives/27455
http://www.geeksforgeeks.org/archives/27455


 

Lab Exercise: 07 

Exercise No 7: ( 2 Hours) – 1 Practical    

AIM: Simulation or Implemetation  of DHCP. 

Objective : Student should be able dynamically assigning network addresses to hosts. 

 

Theory:  

 

 

 

 

 

DHCP (dynamic host configuration protocol) is used for dynamically assigning 

network addresses to hosts. DHCP operates on a client-server model, where a DHCP server 

sends configuration information to DHCP clients. The CCNA (Cisco Certified Network 

Associate) exams require you to understand DHCP and be able to configure and verify it on 

Cisco routers. In this article we will provide an introduction to DHCP, going into details 

relevant to CCNA. We will also develop a topology in GNS3 to practice the concepts hands on. 

The current article belongs to the GNS3 Labs for CCNA series and assumes you already have 

a GNS3 installation in working order 

 

DHCP is based on BOOTP (bootstrap protocol), which provides the framework for 

passing configuration information to hosts on a TCP/IP network. The main advantage of 

DHCP over BOOTP is that you don’t need to configure MAC addresses of all clients on the 

DHCP server. 

 

 

 

 

 

 



The graphic below shows the message exchange between a DHCP server and client: 

 

 

 

The steps shown in the graphic are explained below: 

 

• The operating system on the host is configured to obtain network configuration via 

DHCP, so the host, acting as DHCP client, sends a DHCPDISCOVER broadcast 

message to locate a DHCP server. 

• A DHCP server on the local subnet offers configuration parameters, including an IP 

address, to the client in a DHCPOFFER unicast message. 

• The DHCP client returns a formal request for the offered IP address to the server in a 

DHCPREQUEST broadcast message. 

• The DHCP server confirms that the IP address has actually been allocated for use by 

the client by returning the final DHCPACK unicast message. 

 

The interaction of a DHCP server and client looks just like what we presented when the 

client and server are both on the same broadcast domain/subnet. If that’s not the case, a 

DHCP relay agent is needed, in addition to client and server. A DHCP relay agent is any host 

that forwards DHCP packets between DHCP clients and DHCP servers. In practice, DHCP 

servers are often centrally located and you almost always need a DHCP relay agent to forward 

messages back and forth between the client and server. A DHCP relay agent does more than 

simply forwarding DHCP packets like a router forwarding IP packets. The relay agent receives 

DHCP messages and then generates a new DHCP message to send on another interface. The 

Cisco IOS (Internetwork Operating System) running on Cisco routers includes both DHCP 

server and relay agent software and we are going to cover the configuration of both features 

in this article. 

 



DHCP Server Configuration and Verification: 

In the first article of the series (GNS3 Labs for CCNA: Getting Started), we set up GNS3 

and created a simple topology with two routers, but we did not add any hosts. In this article, 

it will probably be useful to add a couple of hosts to see our DHCP server in action, actually 

assigning addresses. So let’s learn how to add hosts to GNS3 before moving on to DHCP 

configuration. 

The GNS3 0.8.6 all-in-one package that we are using comes bundled with version 0.11.0 of 

the Qemu emulator. You will use Qemu to emulate a lightweight distribution of Linux called 

Micro Core. You should download the Qemu appliance for Linux Micro Core 

fromhttp://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/linux-microcore-

3.8.2.img and save it to the directory C:\Images on your Windows system. You need also to 

configure GNS3 by going to Edit > Preferences > Qemu and then, on the tab labeled Qemu 

Guest, do as shown in the graphic below. Finally, you have to press the Save and OK buttons 

in succession. 

 

 

 

 

http://resources.intenseschool.com/gns3-labs-for-ccna-getting-started/
http://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/linux-microcore-3.8.2.img
http://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/linux-microcore-3.8.2.img


 

You have to double click the downloaded topology.net file and GNS3 should launch 

automatically. You have to start all devices once the topology is loaded in GNS3. The devices 

will all come alive with initial configurations. First, you should go to R1 and add the following 

configuration to make it act as a DHCP server for directly connected hosts as well as for 

hosts connected to R2 on the remote LAN. 

 

ip dhcp excluded-address 192.168.1.1 192.168.1.50 

! 

ip dhcp pool Pool_R1 

 network 192.168.1.0 255.255.255.0 

 default-router 192.168.1.1 

 dns-server 192.168.1.1 

 lease 0 23 59 

 domain-name intenseschool.com 

 

 

The command show ip dhcp binding reports IP addresses assigned and client MAC addresses 

associated with those addresses. 

 

R1#show ip dhcp binding 

Bindings from all pools not associated with VRF: 

IP address          Client-ID/              Lease expiration        Type 

                    Hardware address/ 

                    User name 

192.168.1.51        0100.abb6.8edc.00       Mar 02 2002 12:02 AM    Automatic 

192.168.2.51        0100.abe3.5202.00       Mar 02 2002 12:30 AM    Automatic 

 

The command show ip dhcp pool reports the number of addresses leased so far, along with 

some other details on current utilization of addresses in the DHCP pool. 

R1#show ip dhcp pool 

 

Pool Pool_R1 : 

 Utilization mark (high/low)    : 100 / 0 

 Subnet size (first/next)       : 0 / 0 

 Total addresses                : 254 



 Leased addresses               : 1 

 Pending event                  : none 

 1 subnet is currently in the pool : 

 Current index        IP address range                    Leased addresses 

 192.168.1.52         192.168.1.1      - 192.168.1.254     1 

 

Pool Pool_R2 : 

 Utilization mark (high/low)    : 100 / 0 

 Subnet size (first/next)       : 0 / 0 

 Total addresses                : 254 

 Leased addresses               : 1 

 Pending event                  : none 

 1 subnet is currently in the pool : 

 Current index        IP address range                    Leased addresses 

 192.168.2.52         192.168.2.1      - 192.168.2.254     1 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 DHCP servers detect such conflicts by pinging the new IP address before assigning it 

to a client. The show ip dhcp conflict command lists all address conflicts known to the DHCP 

server. The DHCP server avoids assigning the addresses from the list to any clients until the 

list is manually cleared using the clear ip dhcp conflict command. 

 

 

 



 

Lab Exercise: 08 

Exercise No 8: ( 2 Hours) – 1 Practical    

AIM: Simulation or Implemetation  of DNS 

Objective: Student should be able understand simulation on DNS. 

Theory: 

The Domain Name System (DNS)  is  a  distributed  database  that  allows  local  

control  of the  segments  of  the  overall  database,  yet  data  in  each  segment  are  

available  across  the  entire network  through  a  client-server  scheme.  This  hierarchical  

naming  system  contains  programs called name servers which stores  information about 

some segment of  the database and make  it available to clients, called resolvers. Resolvers 

are often just library routines that create queries and send them across a network to a name 

server.   This  project  simulates  the  behavior  of  the  name  servers which  resolves  

domain  names meaningful  to  humans  into  the  numerical  (binary)  identifiers  associated  

with  networking equipment for the purpose of locating and addressing these devices 

worldwide.   

 

 

 

 

 

 

 

 



This simulation system consists of the name servers that receive requests one at a 

time from the set of clients within its network in a continuous manner. Name servers are 

present in three levels, the root level, the top level domains and the respective authoritive 

name servers supports  Iterative  Queries  or  Non-Recursive  Queries  i.e.  the  requester  

must  be  capable  of  pursuing referrals. The requests from the clients are queued in the 

name server if the name server  is busy in processing the packet. Once the request packet is 

processed, the query will passed to the Root level Domain which contains information 

regarding all the top level domains like com , edu , info etc. Then the root level domain refers 

the respective top level domain (i.e. provides the IP Address) to the names server .The request 

will again be queued in the name server since the packets  needs  to  be  processed. The  

request will  be  redirected  to  the  top  level  domains which again  sends  the  referrals(IP  

Address)  of  the  respective  Name  Server.  Finally  the  respective Authoritive  name  servers  

provides  the  IP  Address  for  the  given  domain  name  back  and  the response will be 

forwarded back to the Client.  

   
e.g. Client 1 sends the request www.google.com , to the NameServer1. There exist equal 

chances of  selection of  the NameServers based on  the equal probability.  If NS1  is busy 

processing  the packet, it will be stored into the queue. Then the reqest is forwarded to the 

Root Level Domain [XX.XX.XX.XX].  It  replies back with  the  IP Address of  the Top Level 

Domains  - COM. The request  are  again  queued  on  the NS1  server. Once  its  turns  

comes,  again  the  request will  be forwarded  for  resolving  to  the COM Top Level Domain. 

The COM Top  level  domains  again replies  back  with  the  IPAddress  of  the  NameServer  

of  Google.com.  The  request  is  again processed at NS1 and  the  redirected  to  the 

NameServer of  the Google. Finally  the Authoritive NameServer of google.com provides the IP 

Address of the WebServer in the DNS Reply to the NS1. The NS1 then replies back to the 

client with the valid IP Address of the requested domain  

www.google.com. 

The  simulation model measure  the  performance  of  the DNS  on  the  basis  of  following  

measures :  

  Average Response Time of the System  

  Average Delay in the Queue  

  Time Average No. of the Request and Responses in the Queue  

  Utilization of the Name Servers  

  Efficiency of the system depending upon the various numbers of name servers  

  Proportion of the DNS Queries for Invalid Domains  

  Proportion of the NDS Queries for COM and EDU Domains. 

 



Selection of Input Probability Distribution :  

 

This simulation model basically consists of three Random Variables.  

i) Inter-arrival Time  

ii) Service Time  

iii)Round Trip Time 

 

 

Output: 

 

 

The  simulation is performed with the varying numbers of clients and servers.  

When the numbers of Servers = 2 and No. of Clients machines is varied from 5  

to 15  

  
DNS Server Simulation  

=====================  

Total Number of Server :           2   

Number of Client Machines :         5 to  15 by   10  

Shape  Parameter(Alpha)  for  Weibull  Distribution  of  Interarrival  Time  : 
62.19625 seconds  

  

Scale  Parameter(Beta)    for  Weibull  Distribution  of  Interarrival  Time  :   

0.80464 seconds  

  

Lower Limit for Uniform Distribution of Service Time :    0.00060 seconds  
Upper Limit for Uniform Distribution of Service Time :    0.00080 seconds  

Lower Limit for Uniform Distribution of Round Trip Time :    0.20000 seconds  

Upper Limit for Uniform Distribution of Round Trip Time :    0.40000 seconds  

Total Time for Simulation :           1.000 minutes  

  
No. of Clients : 5  

  

Proportion of DNS Queries Related to COM Domain : (183/564) : 0.324468  

Proportion of DNS Queries Related to EDU Domain : (192/564) : 0.340426  

Proportion of Invalid Queries          : (189/564) : 0.335106  

Response Times for Client Machines  
===================================  

 sampst                         Number  

variable                          of  

 number       Average           values          Maximum          Minimum  

________________________________________________________________________  
    1         27.1045          37.0000          58.9534         0.724005   

    2         28.4987          40.0000          57.5436          1.02345   

    3         31.3211          32.0000          58.2869          2.48636   

    4         35.1893          35.0000          58.7487          3.30319   

    5         32.5062          37.0000          59.0197         0.879908   

________________________________________________________________________  
  

  

  

CPU Utilization   

=================  



  File         Time  

 number       average          Maximum          Minimum  

_______________________________________________________  
    3      0.00713647          1.00000          0.00000   

    4      0.00799003          1.00000          0.00000   

______________________________________________________  

  

  

  
Time Average Number of Delay for Requests and Responses in Queue   

=================  

  File         Time  

 number       average          Maximum          Minimum  

_______________________________________________________  
    1     3.21706E-05          1.00000          0.00000   

    2     4.27246E-05          1.00000          0.00000   

_______________________________________________________  

  

  

No. of Clients : 15  
  

Proportion of DNS Queries Related to COM Domain : (557/1676) : 0.332339  

Proportion of DNS Queries Related to EDU Domain : (565/1676) : 0.337112  

Proportion of Invalid Queries          :  (554/1676)  :  

0.330549  
  

Response Times for Client Machines  

===================================  

 sampst                         Number  

variable                          of  

 number       Average           values          Maximum          Minimum  
________________________________________________________________________  

  

    1         32.3719          39.0000          56.8068          1.77029   

    2         30.2344          40.0000          59.1481         0.915014   

    3         30.3714          47.0000          57.6046         0.931748   
    4         28.1619          38.0000          59.1190          1.75909   

    5         33.1265          35.0000          59.0617         0.925281   

    6         30.0880          34.0000          57.3162          1.78500   

    7         28.4804          29.0000          57.3242          4.88122   

    8         30.5127          42.0000          59.1637         0.904172   

    9         29.7878          38.0000          58.2726         0.995557   
   10         35.5800          39.0000          58.7033          1.78948   

   11         28.2283          35.0000          58.5564         0.878735   

   12         31.8850          30.0000          57.2434          4.11965   

   13         30.6599          37.0000          56.7885         0.947604   

   14         31.6593          37.0000          57.3897          5.64236   
   15         29.6046          35.0000          59.0936          1.58028   

________________________________________________________________________  

  

  

  

CPU Utilization   
=================  

  File         Time  

 number       average          Maximum          Minimum  

_______________________________________________________  

    3       0.0226064          1.00000          0.00000   

    4       0.0227799          1.00000          0.00000   
_______________________________________________________  

  

  

  



Time Average Number of Delay for Requests and Responses in Queue   

=================  

  File         Time  
 number       average          Maximum          Minimum  

_______________________________________________________  

    1     0.000317542          2.00000          0.00000   

    2     0.000275157          1.00000          0.00000   

______________________________________________________  

  
  

When the numbers of Servers = 5 and No. of Clients machines is varied from 5  

to 15  

  

DNS Server Simulation  
=====================  

Total Number of Server :           5   

Number of Client Machines :         5 to  15 by   10  

Shape Parameter(Alpha) for Weibull Distribution of Interarrival Time : 62.19625 seconds  

Scale Parameter(Beta)  for Weibull Distribution of Interarrival Time :  0.80464 seconds  

Lower Limit for Uniform Distribution of Service Time :    0.00060 seconds  
Upper Limit for Uniform Distribution of Service Time :    0.00080 seconds  

Lower Limit for Uniform Distribution of Round Trip Time :    0.20000 seconds  

Upper Limit for Uniform Distribution of Round Trip Time :    0.40000 seconds  

Total Time for Simulation :           1.000 minutes  

  
No. of Clients : 5  

  

Proportion of DNS Queries Related to COM Domain : (183/564) : 0.324468  

Proportion of DNS Queries Related to EDU Domain : (192/564) : 0.340426  

Proportion of Invalid Queries          : (189/564) : 0.335106  

  
Response Times for Client Machines  

===================================  

 sampst                         Number  

variable                          of  

 number       Average           values          Maximum          Minimum  
________________________________________________________________________  

    1         27.1143          37.0000          59.0959         0.724005   

    2         28.5071          40.0000          57.5436          1.02345   

    3         31.3350          32.0000          58.5059          2.48636   

    4         35.1981          35.0000          58.9449          3.30319   

    5         32.4927          37.0000          58.9607         0.879908   
_______________________________________________________________________  

  

  

  

CPU Utilization   
=================  

  File         Time  

 number       average          Maximum          Minimum  

_______________________________________________________  

  

    6      0.00284082          1.00000          0.00000   
    7      0.00285162          1.00000          0.00000   

    8      0.00291142          1.00000          0.00000   

    9      0.00318045          1.00000          0.00000   

   10      0.00333871          1.00000          0.00000   

_______________________________________________________  

  
  

  

Time Average Number of Delay for Requests and Responses in Queue   

======================================================  



  File         Time  

 number       average          Maximum          Minimum  

_______________________________________________________  
  

    1         0.00000     -1.00000E+30      1.00000E+30   

    2         0.00000     -1.00000E+30      1.00000E+30   

    3         0.00000     -1.00000E+30      1.00000E+30   

    4       6.42141E-06          1.00000          0.00000   

    5         0.00000     -1.00000E+30      1.00000E+30   
_______________________________________________________  

  

No. of Clients : 5  

  

Proportion of DNS Queries Related to COM Domain : (557/1676) : 0.332339  
Proportion of DNS Queries Related to EDU Domain : (565/1676) : 0.337112  

Proportion of Invalid Queries          : (554/1676) : 0.330549  

  

Response Times for Client Machines  

============================  

 sampst                         Number  
variable                          of  

 number       Average           values          Maximum          Minimum  

________________________________________________________________________  

    1         32.3825          39.0000          57.0152          1.78648   

    2         30.2167          40.0000          59.1481         0.915014   
    3         30.3564          47.0000          57.6517         0.931748   

    4         27.3149          37.0000          57.5751          1.56259   

    5         33.1145          35.0000          59.0618         0.925281   

    6         30.0895          34.0000          57.3960          1.68870   

    7         28.4713          29.0000          57.1220          4.93571   

    8         29.8303          41.0000          58.6793         0.904172   
    9         29.8014          38.0000          58.2613         0.995557   

   10         35.5758          39.0000          58.5802          1.86103   

   11         28.2035          35.0000          58.6058         0.878735   

   12         31.8920          30.0000          57.2678          4.04154   

   13         30.6812          37.0000          56.6761         0.947604   
   14         31.6435          37.0000          57.4134          5.64175   

   15         29.6031          35.0000          59.0294          1.58028   

________________________________________________________________________  

  

  

  
CPU Utilization   

============  

  File         Time  

 number       average          Maximum          Minimum  

_______________________________________________________  
  

    6      0.00843381          1.00000          0.00000   

    7      0.00975168          1.00000          0.00000   

    8      0.00865565          1.00000          0.00000   

    9      0.00976150          1.00000          0.00000   

   10      0.00880374          1.00000          0.00000   
______________________________________________________  

  

  

  

Time Average Number of Delay for Requests and Responses in Queue   

======================================================  
  File         Time  

 number       average          Maximum          Minimum  

_______________________________________________________  

  



    1     4.15603E-05          1.00000          0.00000   

    2     1.49131E-05          1.00000          0.00000   

    3     2.98977E-05          1.00000          0.00000   
    4     6.61135E-05          1.00000          0.00000   

    5     7.05481E-05          1.00000          0.00000   
_______________________________________________________ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 Simulation model of the DNS system to measure the arrival rate of the DNS queries,  

response  time of  the Queries  , handling of various  types of valid and  invalid queries and    

load  balancing depending upon the numbers of DNS Servers etc. 



 

 

Lab Exercise: 09 

Exercise No 9: ( 2 Hours) – 1 Practical    

AIM: Simulation or Implemetation  of  FTP. 

Objective: Student should be able to develop program on FTP and to promote sharing of 

files. 

 

Theory : 

 FTP : 

 The FTP protocol is set up by using two connections instead of only one. 

 In the model, the user-protocol interpreter (after you typed in ftp) initiates the control 

connection. 

 The control connection follows the TELNET protocol. 

 At the initiation of the user, standard FTP commands are generated by the user 

protocol interpreter and transmitted to the server process via the control connection. 

 Standard replies are sent from the server protocol interpreter to the user protocol 

interpreter over the control connection in response to the commands. 

 The FTP commands specify the parameters for the data connection and the nature of 

file system operation. 

 The user-DTP or its designate should "listen" on the specified data port, and the server 

initiate the data connection and data transfer in accordance with the specified 

parameters. 

 It should be noted that the data port need not be in the same host that initiates the 

FTP commands via the control connection, but the user or the user-FTP process must 

ensure a "listen" on the specified data port. 

 It ought to also be noted that the data connection may be used for simultaneous 

sending and receiving. 

 



 

 

Figure:FTP 

 



 

 

  

 

Algorithm: 

 

Server:  

 1.Include the necessary header files.  

 2.Create a socket using socket function with family AF_INET, type as SOCK_STREAM.  

 3.Initialize server address to 0 using the bzero function.  

 4.Assign the sin_family to AF_INET, sin_addr to INADDR_ANY, sin_port to dynamically        

assigned port number.  

 5.Bind the local host address to socket using the bind function.  

 6.Listen on the socket for connection request from the client.  

 7.Accept connection request from the Client using accept function.  

 8.Within an infinite loop, receive the file name from the Client.  

 9.Open the file, read the file contents to a buffer and send the buffer to the Client.  

 

 

 

Client:  

 1.Include the necessary header files.  

 2.Create a socket using socket function with family AF_INET, type as SOCK_STREAM.  

 3.Initialize server address to 0 using the bzero function.  

 5.4.Assign the sin_family to AF_INET.  

 6.Get the server IP address and the Port number from the console.  

7.Using gethostbyname function assign it to a hostent structure, and assign it to   

sin_addr of the server address structure.  

 8.Within an infinite loop, send the name of the file to be viewed to the Server.  

 9.Receive the file contents, store it in a file and print it on the console.  

 

 

 

 

 

 

 

 

 



 

 

  

 

Output: 

Server:  

(Host Name:Root1)  

[root@localhost 4ita33]# vi ftps.c  

[root@localhost 4ita33]# cc ftps.c  

[root@localhost 4ita33]# ./a.out  

Server is Running…  

FILE REACHED  

File output :it is implementated…  

 

 

Client:  

(Host Name:Root2)  

[root@localhost 4ita33]# vi ftpc.c  

[root@localhost 4ita33]# cc ftpc.c  

[root@localhost 4ita33]# ./a.out  

Enter the filename:  

cse.txt  

Sending the file content  

Data sent..... 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 To implement FTP application, where the Client on establishing a connection with the 

Server sends the name of the file it wishes to access remotely. The Server then sends the 

contents of the file to the Client, where it is stored. 



 

 

  

 

 

Lab Exercise: 10 

Exercise No 10: ( 2 Hours) – 1 Practical    

AIM: Design an enterprise network by using cisco packet tracer 

Objective: Student should be able to  develop an understanding of the basic functions of Packet 

Tracer-- 

          Create/model a simple Ethernet network using two hosts and a hub.  

  Observe traffic behavior on the network.  

  To become familiar with the switches and routers used in the lab.   

To become familiar with the network simulator Packet Tracer.   

To use the packet tracer to simulate a simple network. 

 

 

 

Theory: 

 

 

 

 

 



 

 

  

 

 

Step 1: Create a logical network diagram with two PCs and a hub  

The bottom left-hand corner of the Packet Tracer screen displays eight icons that represent 

device categories or groups, such as Routers, Switches, or End Devices. 

 

Moving the cursor over the device categories will show the name of the category in the box. 

To select a device, first select the device category. Once the device category is selected, the 

options within that category appear in the box next to the category listings. Select the device 

option that is required. 

 

a) Select End Devices from the options in the bottom left-hand corner. Drag and drop 

two generic PCs onto your design area. 

b) Select Hubs from the options in the bottom left-hand corner. Add a hub to the 

prototype network by dragging and dropping a generic hub onto the design area.  

c) Select Connections from the bottom left-hand corner. Choose a Copper Straight-

through cable type. Click the first host, PC0, and assign the cable to the FastEthernet 

connector. Click the hub, Hub0, and select a connection port, Port 0, to connect to PC0.  

d) Repeat Step c for the second PC, PC1, to connect the PC to Port 1 on the hub. 

 

 

Step 2: Configure host names and IP addresses on the PCs 

a) Click PC0. A PC0 window will appear. 

 b) From the PC0 window, select the Config tab. Change the PC Display Name to PC-A. 

(An error message window will appear warning that changing the device name may affect 

scoring of the activity. Ignore this error message.) Select the FastEthernet tab on the left 

and add the IP address of 192.168.1.1 and subnet mask of 255.255.255.0. Close the PC-

A configuration window by selecting the x in the upper righthand corner.  

c) Click PC1. 

d) Select the Config tab. Change the PC Display Name to PC-B. Select the FastEthernet 

tab on the left and add the IP address of 192.168.1.2 and subnet mask of 255.255.255.0. 

Close the PC-B configuration window. 

 

 

 



 

 

  

 

Step 3: Observe the flow of data from PC-A to PC-B by creating network traffic  

a) Switch to Simulation mode by selecting the tab that is partially hidden behind the 

Realtime tab in the bottom right-hand corner. The tab has the icon of a stopwatch on it.  

b) Click the Edit Filters button in the Edit List Filters area. Clicking the Edit Filters 

button will create a pop-up window. In the pop-up window, click the Show All/None box 

to deselect every filter. Select just the ARP and ICMP filters.  

c) Select a Simple PDU by clicking the closed envelope on the right vertical toolbar. Move 

your cursor to the display area of your screen. Click PC-A to establish the source. Move 

your cursor to PC-B and click to establish the destination. **Notice that two envelopes are 

now positioned beside PC-A. One envelope is ICMP, while the other is ARP. The Event List 

in the Simulation Panel will identify exactly which envelope represents ICMP and which 

represents ARP.  

d) Select Auto Capture / Play from the Play Controls area of the Simulation Panel. Below 

the Auto Capture / Play button is a horizontal bar, with a vertical button that controls the 

speed of the simulation. Dragging the button to the right will speed up the simulation, 

while dragging is to the left will slow down the simulation.  

e) The animation will run until the message window No More Events appears. All 

requested events have been completed. Select OK to close the message box.  

f) Choose the Reset Simulation button in the Simulation Panel. Notice that the ARP 

envelope is no longer present. This has reset the simulation but has not cleared any 

configuration changes or dynamic table entries, such as ARP table entries. The ARP 

request is not necessary to complete the ping command because PC-A already has the 

MAC address in the ARP table. 

 g) Choose the Capture / Forward button. The ICMP envelope will move from the source to 

the hub and stop. The Capture / Forward button allows you to run the simulation one 

step at a time. Continue selecting the Capture / Forward button until you complete the 

event. 

h) Choose the Power Cycle Devices button on the bottom left, above the device icons. i) An 

error message will appear asking you to confirm reset. Choose Yes. Now both the ICMP 

and ARP envelops are present again. The Reset Network button will clear any 

configuration changes not saved and will clear all dynamic table entries, such as the ARP 

and MAC table entries. 

 

 



 

 

  

 

Step 4: View ARP Tables on each PC  

a) Choose the Auto Capture / Play button to repopulate the ARP table on the PCs. Click 

OK when the No More Events message appears.  

b) Select the magnifying glass on the right vertical tool bar.  

c) Click PC-A. The ARP table for PC-A will appear. Notice that PC-A does have an ARP 

entry for PC-C. View the ARP tables for PC-B and PC-C as well. Close all ARP table 

windows. 

d) Click the Select Tool on the right vertical tool bar. (This is the first icon present in the 

toolbar.)  

e) Click PC-A and select the Desktop tab.  

f) Select the Command Prompt and type the command arp -a and press enter to view the 

ARP table from the desktop view. Close the PC-A configuration window.  

g) Examine the ARP table for PC-B.  

h) Close the PC-B configuration window. i) Click the Check Results button at the bottom 

of the instruction window to verify that the topology is correct. 

 

 

 

 

 

 

 

 

Algorithm: 

 

Command:: 

 
To configure router,  

Router>enable 

Router#configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Router(config)#hostname omnisecu.com.r1 

omnisecu.com.r1(config)#exit 



 

 

  

 

omnisecu.com.r1# 

 

This command assigns a host name to an IP address. Once this is completed, we can use the 
configured host name for telnet or ping. 

 

omnisecu.com.r1>enable 

omnisecu.com.r1#configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

omnisecu.com.r1(config)#ip host PC001 192.168.100.122 

omnisecu.com.r1(config)#exit 

omnisecu.com.r1# 

 

 

 

Output: 

 

 

http://www.omnisecu.com/tcpip/internet-layer-ip-addresses.php


 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 Distinguish the difference between successful and unsuccessful ping attempts.  

 Distinguish the difference between successful and unsuccessful traceroute attempts.  

 



 

 

  

 

 

Lab Exercise: 11 

Exercise No 11: ( 2 Hours) – 1 Practical    

AIM: Analysis of enterprise  Network Monitor Tool  such as  wireshark /Nagios. 

Objective: Student should be able to develop  

 

1. Using Wireshark to monitor the LAN. 

2. Browse and Analyze packets from a live network or from a previously saved capture file. 

 

Theory : 

 

Wireshark: 

 

Wireshark is comprised of three main windows, or panes. 

The top pane is the packet list pane. It displays a summary of each packet captured. 

The middle pane is the packet details pane. It displays the packet selected in the top pane in 

more detail. 

The bottom pane is the packet bytes pane. It displays the data from the packet selected in 

the top pane, and highlights the field selected in the tree view pane. 

In addition to the three main panes, there are four elements of interest on the bottom of the 

Wireshark main window. 

Menu items: a drop down menu of all operations 

Main Toolbar: shortcut icons to main operations by Wireshark 

 



 

 

  

 

 

 

 

Filter Toolbar: for filter construction 

 

The leftmost button labeled "Filter:" can be clicked to bring up the filter construction dialog. 



 

 

  

 

The middle text box provides an area to enter or edit filter strings. This is also where the 

current filter in effect it displayed. The right middle button labeled "Clear" clears the current 

filter. 

 

Status Toolbar: it gives helpful hints about things like Capturing packets in Wireshark 

The Capture Preferences dialog box Before you start capturing, the capture interface must be 

specified using capture -> intefaces to bring up a dialog box similar to the one shown below 

 

 

 

 

 

 

You can select Start to start capturing from a specific interface or you may click on Options 

for the specified interface to bring a dialog box like the one below. This is the Capture 

Preferences dialog box: 

 

 



 

 

  

 

 

 

 

 

You may arrive immediately at this dialog box from the menu item capture ->options. You 

can also choose the interface you want to capture on and the filter options plus many other 

options as shown. 

The options are explained as: 

 

Filtering Options: 

-Capture packets in promiscuous mode: Usually a network card will only capture the 

traffic to its own network address. If you want to capture all traffic that the network card can 

"see” 



 

 

  

 

-Limit each packet to xy bytes: Will limit the maximum size to be captured of each packet, 

this 

includes the link-layer header and all subsequent headers. This can be useful when an error 

is known to 

be in the first 20 bytes of a packet, for example, as the size of the resulting capture file will be 

reduced. 

 

 

-Capture Filter: Use a capture filter to reduce the amount of packets to be captured (will be 

explained later) Storing options 

-File: You can choose the file to which captured data will be written. If you don't enter 

something here a temporary file will be used. 

-Use multiple files: Instead of using a single capture file, multiple files will be created. The 

generated filenames will contain an incrementing number and the start time of the capture. 

For example, if you choose "/foo.cap" in the "File" field, files like 

"/foo_00001_20040205110102.cap", 

"/foo_00002_20040205110102.cap”, will be created. This feature can be useful if you do long 

term capturing, as working with a single capture file of several GB usually isn't very fast. 

Stop condition options 

These three fields should be obvious; the capture process will be automatically stopped if one 

of the selected conditions is exceeded. Display while capturing options 

-Update list of packets in real time: Using this will show the captured packets immediately 

on the main screen. Don't change the default preferences. Start capturing. Keep capturing for 

2-3 minutes during which try to activate the different protocols by invoking different 

applications (e.g. internet browsing, streaming, email, ASU online, ftp, etc) 

 

 

 

 

 

 

 

 

 

 



 

 

  

 

 

 

Capture Filter Syntax 

The following is a short description of the capture filter language syntax. For a further 

reference, 

have a look at: http://www.tcpdump.org/tcpdump_man.html 

A capture filter takes the form of a series of primitive expressions, connected by conjunctions 

(and/or) and optionally preceded by not: 

[not] primitive [and|or [not] primitive ...] 

A primitive is simply one of the following: 

[src|dst] host <host> 

ether [src|dst] host <ehost> 

gateway host <host> 

[src|dst] net <net> [{mask <mask>}|{len <len>}] 

[tcp|udp] [src|dst] port <port> 

less|greater <length> 

ip|ether proto <protocol> 

ether|ip broadcast|multicast 

<expr> relop <expr> 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

  

 

Output: 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion: 

 

Wireshark, a network analysis tool formerly known as Ethereal, captures packets in real time 

and display them in human-readable format. Wireshark includes filters, color-coding and 

other features that let you dig deep into network traffic and inspect individual packets. 



 

 

  

 

 

Lab Exercise: 12 

Exercise No 12: ( 2 Hours) – 1 Practical    

AIM: Implementation of chatting application using socket programming.. 

Objective: Student should be able to develop a program on chatting application 

 

Theory: 

 

Inet Address 

                  public class InetAddress 

                                          extends Object 

                                           implements Serializable 

 

 

It is a class in Java which represents an Internet Protocol (IP) address. An instance of an 

InetAddress consists of an IP address and possibly corresponding hostname. The Class 

represents an Internet address as Two fields: 1- Host name (The String)=Contain the name of 

the Host.2- Address(an int)= The 32 bit IP address. These fields are not public, so we can’t 

Access them directly. There is not public constructor in InetAddress class, but it has 3 static 

methods that returns suitably initialized InetAddress Objects namely Public String 

getHostName() , public byte[] getAddress() and public String getHostAddress() 

 

 
BufferedReader class: 

 

The BufferedReader class is used for fast reading operations of texts from a characterinput 

stream. It can be used to read single characters, arrays, and lines of data. The size of buffer 

may or may not be specified. The readLine() method of the BufferedReader class can be used 

to get the next line of characters from a file, and the skip(long n) method can be used to skip 

n number of characters. 

 

 



 

 

  

 

 

Client-Server Model: 

The client–server model of computing is a distributed application that partitions tasks or 

workloads between the providers of a resource or service, called servers, and service 

requesters, called clients.Often clients and servers communicate over a computer network on 

separate hardware, but both client and server may reside in the same system. A server 

machine is a host that is running one or more server programs which share their resources 

with clients. A client does not share any of its resources, but requests a server’s content or 

service function. Clients therefore initiate communication sessions with servers which await 

incoming requests 

Socket Programming: 

A socket is one of the most fundamental technologies of computer networking. Sockets allow 

applications to communicate using standard mechanisms built into network hardware and 

operating systems. Although network software may seem to be a relatively new “Web” 

phenomenon, socket technology actually has been employed for roughly two decades. 

A socket represents a single connection between exactly two pieces of software. More than 

two pieces of software can communicate in client/server or distributed systems (for example, 

many Web browsers can simultaneously communicate with a single Web server) but multiple 

sockets are required to do this. Sockets are bidirectional, meaning that either side of the 

connection is capable of both sending and receiving data. Libraries implementing sockets for 

Internet Protocol use TCP for streams, UDP for datagrams, and IP itself for raw sockets 

 

 

 

 

 

 

 

 

 

 



 

 

  

 

 

Algorithm: 

 
 
import java.io.*; 
import java.net.*; 
class chatclient 
{ 
public static Socket soc; 
public static void main(String args[])throws IOException 
{ 
try 
{ 
InetAddress a=InetAddress.getLocalHost(); 
soc=new Socket(a,0202); 
BufferedReader d=new BufferedReader(new InputStreamReader(System.in)); 
BufferedReader in=new BufferedReader(new InputStreamReader(soc.getInputStream())); 
PrintWriter out=new PrintWriter(new BufferedWriter(new BufferedWriter(new 
OutputStreamWriter(soc.getOutputStream()))),true); 
String s; 
s=in.readLine(); 
System.out.println(s); 
s=in.readLine(); 
System.out.println(s); 
s=d.readLine(); 
while(true) 
{ 
out.println(s); 
s=in.readLine(); 
System.out.println("Server:> "+s); 
if(s.equalsIgnoreCase("Chat is closing")) 
break; 
System.out.println("Message : "); 
s=d.readLine(); 

if(s.equalsIgnoreCase("end")) 
break; 
} 
} 
finally 
{ 
soc.close(); 
} 
} 
} 
 
 
 
 
 
 



 

 

  

 

 
 
 
import java.io.*; 
import java.net.*; 
class chatserver 
{ 
public static void main(String args[])throws IOException 
{ 
ServerSocket s=new ServerSocket(0202); 
try 
{ 
while(true) 
{ 
Socket soc=s.accept(); 
try 
{ 
new chat(soc); 
} 
catch(IOException e) 
{ 
soc.close(); 
} 
} 
} 
finally 
{ 
s.close(); 
} 
} 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

  

 

 

Output: 

 
 
 
E:\EX8>javac chatserver.java 
 
 
E:\EX8>java chatserver 
 
Message : 
Hi Client, how are you? 
 
BE CSE:> I am fine. 
 
 
 
 
E:\EX8>javac chatclient.java 
 
E:\EX8>java chatclient 
 
Chat sessions begins.. 
 
Server : Your name please : 
 
BE CSE 
Server:> Hi Client, how are you? 
 
Message : 
 
I am fine. 
 
 

 

 

 

 

 

 

 

Conclusion: 

 Sockets allow applications to communicate using standard mechanisms built into 

network hardware and operating systems. 


